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Chapter 1

Boolean functions and coding

1.1 Introduction

Cryptography is the practice and study of techniques that allow two people
to communicate over an insecure communication channel. A third person
who can see the ciphertext, that is the message sent through the channel
instead of the original one, should not be able to determine anything about
the original message, called the plaintext. The conversion of information
from a readable plaintext to an unreadable ciphertext is called encryption.
The encryption algorithm uses an encryption key which determines how the
plaintext is to be encrypted. An authorized person, the receiver, is able to
recover the message using a decryption algorithm that takes as input the
ciphertext and a secret decryption key, and outputs the plaintext. In sym-
metric or conventional cryptography, the encryption and decryption keys are
the same. Thus, people wishing to communicate must agree at first on a
secret key. In public key cryptography, the encryption key is made available
for everyone to use and encrypt messages, but the decryption key is known
only by the receiver who can read the encrypted messages. A disadvantage
of conventional cryptosystems is the key management. Each distinct pair
of communicating persons must communicate secretly a different key, and
thus the number of required keys for a group of persons to communicate pair-
wisely increases as about the square of the number of persons, whereas public
key cryptosystems need only twice the number of communicating persons.
However, the key management for conventional cryptosystems is made easier
thanks to public key cryptosystems, since it allows to exchange keys without
having to find a secure channel. All known public key cryptosystems need
much more time to encrypt long messages than conventional cryptosystems,
this is why conventional cryptography is widely used.

Error-correcting codes were invented to enable reliable data transmis-
sion over unreliable communication channels. Many communication chan-
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nels are subject to channel noise, and thus errors can be introduced during
the transmission from the source to a receiver. The general idea to achieve
error detection and correction is to add some extra data to a message, called
redundancy, which a receiver can use to detect errors and reconstruct the
original data. A message to be sent is written as a binary string, and cut
into blocks of some fixed size, say k. Each block is called a word, and is
encoded individually into codewords of length n where n > k. The set of
all possible codewords forms a code. With such a code, n symbols are sent
when the amount of actual message is k. In this sense, the ratio % measures
the transmission speed, and is called the rate of the code. The rate must be
as high as possible because messages must be sent as quickly - but also as
reliably - as possible.

Boolean functions are functions from the vectorspace Fj of all binary
vectors of length n to the finite field with two elements Fo. In conventional
cryptography, Boolean functions are fundamental to pseudorandom gener-
ators in stream ciphers and S-boxes in block ciphers. They also play an
important role in error-correcting codes theory. Every n-variable Boolean
function can be specified by a binary vector of length 2" which gives its val-
ues at all of its 2" arguments, and vice versa. Hence, every code with length
2" can be defined as a subset of Boolean functions, such as Reed-Muller
codes.

1.2 Boolean functions and cryptography

A stream cipher is a symmetric key cipher where the plaintext is added
bitwise to a pseudorandom keystream of the same length, to produce the
ciphertext stream. A stream cipher is a loose version of the unbreakable
one-time pad, also known as the Vernam cipher. In a one-time pad cipher,
the keystream must be completely random, as large as the plaintext and
cannot be used more than once, which makes the system impractical and as
a result, the one-time pad has not been widely used. A stream cipher uses a
much smaller key, and based on this key, it generates a long pseudorandom
keystream which can be added bitwise to the plaintext in a similar way to the
one-time pad. But this comes with a cost, the proof of security associated
to the one-time pad no longer holds, because the keystream is not truly
random. To generate a pseudorandom sequence from a secret key, a stream
cipher uses a Linear-Feedback Shift Register (LEFSR) that outputs at every
clock-cycle a bit of the keystream. A LFSR of length L consists of a shift
register containing L bits (S;41—1, Si+L—2- - -, Si+1, ;) and a linear feedback
function. At each clock-cycle, the right-most bit s; is the output of the
register, the others are shifted to the right, and the new left-most bit s;41,
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is given by the linear feedback function:
Si+L = C18i+L—1 + C2Si4L—2 + -+ CL-18i+1 + CLS;

where the coefficients ¢; are binary. But the use of LFSRs on their own is
insufficient to ensure good security, even when the feedback polynomial of
the register is appropriately chosen. One technique to improve the security
of LFSRs is to filter the content of a single LFSR through a Boolean func-
tion, called a filtering function, or to combine the outputs of n LFSRs with a
n-input Boolean function, called a combining function. The security of both
models depends on different properties of the Boolean functions involved.

A block cipher is a symmetric cipher that operates on a fixed length
groups of bits, called blocks. Most block cipher algorithms are iterated block
ciphers, which means that they transform a block of plaintext into a block of
ciphertext of the same size, by applying repeatedely an invertible (to ensure
decryption) transformation (e.g. permutations, substitutions...) called the
round function, where each iteration is referred to as a round. The key used
in a round is called a round key, and the round keys are computed from the
secret key. Substitution boxes (S-Bowes) are fundamental parts of the round
function and play a central role in their robustness, being the only source of
nonlinearity. An S-Box substitutes a small block of input bits (z1,...,xy,)
with another block of output bits (y1,...,ym). The block (y1,...,¥ym) is the
juxtaposition of the outputs of m Boolean functions whose common input is
(x1,...,2y). In order to study the complexity of S-boxes, one should see it as
an ensemble by studying multi-output Boolean functions or (n, m)-functions,
instead of only individual Boolean functions. One can find more details on
Boolean functions in cryptography in [Fon98, Carl0a, Carl0b].

1.3 Generalities on Boolean functions

We denote by B, the set of all n-variable Boolean functions. Every Boolean
function f can be identified by the vector (f(z)) wery that gives its values at
all of its 2" inputs, in some fixed order. The Hamming weight wg(u) of a
vector u € F4 is the size of its support, that is supp(u) = {1 <i <n | u; # 0}.
The Hamming weight wg(f) of a Boolean function f is the size of its support
supp(f) = {x € F§ | f(z) # 0}. The Hamming distance dg(f,g) between
two functions is the size of the set {z € Fy | f(x) # g(x)}, which equals

wy (f + 9)-

1.3.1 Algebraic Normal Form

There exists several representations for Boolean functions, but we only men-
tion the one we need in this document, which is the most often used represen-
tation in cryptography and coding. A Boolean function f can be represented
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by a unique n-variable polynomial over Fo of the form

n
f(x) = Zau<H$?i>, ay € Fo
uelFy i=1

where the sum is computed modulo 2. This representation, called the Alge-
braic Normal Form, belongs to Fa[z1,...,2,]/(x? + 21,...,72 + 3,), since
a:f = x;. The degree of the polynomial is called the algebraic degree of the
function: deg(f) = max{supp(u) | a, # 0; u € F§}. Boolean functions of
degrees at most 1 are called affine functions

fx) =ap+a1z1 + ...+ apxy, a; € Fo.

If ap = 0, f is said to be a linear function. Cryptographic Boolean functions
must be complex and thus as far as possible from the simple functions, that
is functions with degree 1 or more generally, functions with low degrees. In
coding, affine functions give a definition of the Reed-Muller codes of order 1
as we shall see later.

1.3.2 Walsh Hadamard Transform

Let f be a Boolean function defined on F3. The Walsh Hadamard transform
of f is the discrete Fourier transform of y; = (—1)7 the %1-representation

of f
) = 57 (~)f @ u e Fy

z€Fy

where u - 2 denotes the usual inner product u -z = Y. | u;z;. The Walsh
transform satisfies Parseval’s relation

Y (rw)* =22 (1.1)

uelFy
We have
X7(0) = (2" — wur())(~1)° + wu(f)(=1)' = 2" = 2w (f). (1.2)
For any linear function l,(x) = a-z = a1x1 + ... + apx,, we have by (1.2)

2" = 2w (f +1la) = Xp41,(0) = Y (1) = (a).
z€FY

Thus the distance between f and any linear function l,(x) = a - = equals

_ 1 __
di(f,la) = wn(f +1a) = 2"7" = S X(a) (1.3)
and as a result 1
du(f,1+1) = 2" + = X7(a). (1.4)

2
We will use these relations to define the nonlinearity through the Walsh
transform.
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1.3.3 Nonlinearity of Boolean functions

Cryptographic Boolean functions must satisfy many criteria in order to resist
to the known attacks, and hopefully future attacks. The main criteria are
balancedness, having a high algebraic degree, a high nonlinearity and a high
algebraic immunity. But it is impossible for a function to meet all optimal
properties. For instance, achieving the maximum possible nonlinearity leaves
out both balancedness and having maximal algebraic degree, thus trade-offs
must be considered. The nonlinearity is the most important criterion and is
related to fast correlation attacks on stream ciphers [CT00| and linear attacks
on stream and block ciphers [Mat94]|. We say that there is a correlation
between a Boolean function f and a linear function [ if dg (f,1) # 2"~!. Due
to (1.1) and (1.3), any Boolean function has correlation with some linear
function. But this correlation must be small. The nonlinearity N'L(f) of f is
the minimum Hamming distance between f and affine functions. According
to (1.3) and (1.4), the nonlinearity of f equals

o —

NE(f) =277 = 2 maxfs (a)l. (1.5)

2 acFy

Equation (1.1) implies that max,ery|xy(a)| > 2"/2 Thus the nonlinearity
of a Boolean function satisfy

Nﬁ(f) < 2n—1 - 2n/2—1‘

@is\bound, called the covering radius bound, is reached if and only if
Ixt(a)] = 272 for every vector a by (1.1). Functions that reaches this
bound are called bent functions. They exist only for even values of n be-
cause 271 —27/2=1 ;mygst be an integer. By (1.2), bent functions have weight
on—1 4+ 91n/2=1 which means that they are not balanced (i.e. they do not out-
put as many 1’s as 0’s), and thus are not suitable for cryptographic use, but
can help building highly nonlinear balanced functions.

When n is odd, (1.3.3) cannot be tight. The maximum possible nonlin-
earity of n-variable Boolean functions for odd n lies between 271 — 2%
and 271 — 27/2=1 More precisely, we know that for n = 1,3,5,7 it equals
on—1 _ o5+ [BW72, Myk80|. For n = 9,11,13, Kavut and Yiicel [KDY10|
have shown that it is greater than 27! — 2" +2x 2" . And for odd
n > 15, Patterson and Wiedemann [PW90] have shown that it is greater

n—15

than 271 — 25 +90 x 2”3

When n is sufficiently large, it was shown by Olejar and Stanek [OS98],
that almost all Boolean functions have nonlinearities greater than 27! —
v2"~1n. This means that random functions are highly nonlinear. Rodier
[Rod03, Rod04, Rod06] has shown more precisely that, asymptotically, the
nonlinearities of almost all Boolean functions lie in a small neighbourhood
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of 2n=1 — /27~1nlog2. More precise estimates on the rate of convergence
were given later by Litsyn and Shpunt with a different approach [LS09].

1.3.4 The r-th order nonlinearity

Using the principle of the linear attack but with non-linear approximations
on block ciphers [KR96], have led to a generalization of the notion of non-
linearity. The r-th order nonlinearity N'L,.(f) of a Boolean function f is the
minimum distance between f and functions of degree at most r. Crypto-
graphic functions must have high r-th order nonlinearities. The best known
asymptotic upper bound on N'L,(f) is [CMO7]

V15 n
NL.(f) <2"7! = -+ V2)'2.22 40 (n"7?).
When 7 tends to infinity, Carlet [Car06| proved the good behavior of Boolean
functions with respect to the r-th order nonlinearity. For every r, he showed

that the density of the set of functions satisfying

NL(f) >20 1 — ¢y [2n-1 <?;> log 2

tends to 1 when n tends to infinity, if ¢ > 1. This was done by counting the
number of functions whose r-th order nonlinearities are bounded from above
by some number. In chapter 2, we study the second order nonlinearity of
Boolean functions.

1.4 Vectorial Boolean functions

Let n and m be two positive integers. Functions from the vectorspace Fy to
the vectorspace F3" are called (n, m)-functions or more generally, vectorial
(i.e. multi-output) Boolean functions. These functions include the (single-
output) Boolean functions (m = 1). In cryptography, (n, m)-functions are
used as S-boxes which are parts of iterative block ciphers.

A (n,m)-function f is the juxtaposition of m Boolean functions of n

variables (fi(z),..., fm(z)), called the coordinate functions of f. Since each
of these Boolean functions can be represented uniquely by a n-variable poly-
nomial in Fo[z1,...,2,]/(2? +21,...,72 + x,), then f can be uniquely rep-

resented by a polynomial of the same form but with coefficents in F5*

flz) = Zau<ﬁx;‘i>, ay € Fy'
i=1

u€lFy
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This representation belongs to F3'[z1,. .., 2]/ (23 + z1,...,22 + x,,) and is
called the Algebraic Normal Form of f. The algebraic degree of f is the
degree of its ANF: deg(f) = max{supp(u) | ay, # (0,...,0); u € F§}. Thus
it equals the maximum algebraic degree of the coordinate functions of f. It
also equals the maximum algebraic degree of the component functions of f.

The nonlinearity is an important criterion for cryptographic vectorial
functions for the resistance to the linear attack [Mat94] and differential at-
tack [CV95]. The generalization of the nonlinearity! of Boolean functions
to (n, m)-functions was introduced by Nyberg [Nyb93| and later studied by
Chabaud and Vaudenay [CV95]|. The nonlinearity of all the component func-
tions of a (n, m)-function f, that is v - f where v € F§**, must be as high
as possible. The nonlinearity N'L(f) of a (n, m)-function f is the minimum
nonlinearity of all the component Boolean functions of f. Thus, we have

NL(f) = min NL(v.f)

velFy*

_ 277,—1

1 |A( )
= — — Imax Flu)l.
2uelF5n*X”f

uelFy

The covering radius bound being valid for every n-variable Boolean function,
is a fortiori, valid for every (n, m)-function

NL(f) <2nt— o2t (1.6)

(n, m)-functions which achieve the covering radius bound are called bent
functions. f is bent if and only if |y, r(u)| = 2/2 for every vector v €
F5'* and every v € Fy, thus if and only if all the component functions
of f are bent. Nyberg proved [Nyb91| that this bound can be achieved
with equality only if n is even and m < n/2. Bent functions being not
balanced (i.e. they do not take every value of F4 the same number 2"~
of times), are not suitable for cryptotsystems. This is why it is important
to study functions with large but not optimal nonlinearities, among which
some balanced functions exist. When m > n — 1, we have the Sidelnikov-
Chabaud-Vaudenay bound [CV95]

2n — 1)(2n—1 — 1)
@em-1

Nc(f)§2”—1—;\/3><2n—2—2(

which coincides with the covering radius bound for m = n — 1 and improves
it for m > n. When m > n, this bound is achieved only if m = n with n
odd, since the square root must be an integer. The (n,n)-functions which

achieve this bound 2"~1 — QnT_l are called almost bent functions. Other

!The notion of higher order nonlinearity is also extended to S-boxes.
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bounds have been obtained in [CDO07| when m is sufficiently greater than n.
Finding better bounds than (4.2) in the other cases remains an open problem.

In chapter 4, we give asymptotic bounds on the nonlinearity of almost
all vectorial functions.

1.5 Boolean functions and coding

The binary Reed-Muller code of order 7, 0 < r < n, of length 2", denoted
by RM(r,n), is the set of the binary vectors corresponding to all n-variable
Boolean functions of degree at most . The code RM(r,n) has dimension
k=>7_o(") (since this is the number of monomials of degree at most r),
and minimum distance dpyi, = 2"~". Thus, RM(r,n) can correct [%(dmin —
1)] errors. Namely, for every codeword u € RM(r,n), let us consider the
Hamming ball B, [u] = {v € Fy | dg(u,v) < r} of radius r centered at wu.
When r < [%(dmin — 1)], these balls do not overlap, because the minimum
Hamming distance between codewords is dpin. Then, if a codeword wu is
transmitted and r errors occur, then the received vector (word) v is inside the
ball B,[u] and is closer to u than to any other codeword. Thus, the decoder
will be able to recover the correct codeword using an efficient algorithm that
outputs for every word the nearest codeword. If more than dyn/2 errors
occur, the received vector may or may not be closer to some other codeword
than to the correct (transmitted) one. If it is the case, then the decoder
will output the wrong codeword. In chapter 3, we give a proof on why this
happens very rarely with RM (1, n), even when the number of errors is much
larger than half the minimum distance. On the contrary, when the number
of errors exceeds a certain value, the received vector will be rarely closer to
the correct codeword than to any other one. This is due to the way the
k-dimensional code RM(1,n) is spread over the n-dimensional vectorspace



Chapter 2

Asymptotic Nonlinearity of
Boolean Functions

2.1 Introduction

A Boolean function f : Fy — Fy is often represented by its Algebraic Normal
Form, that is the unique n-variable polynomial over Fs of the form

F@r, o mn) = au<1f[lxu)

u€lFy

where a, € Fy. The degree of the polynomial is called the algebraic degree
of the function. We denote by B, the set of Boolean functions of n variables.
The r-th order nonlinearity N'L,(f) of a Boolean function is the minimum
number of substitutions required in its truth table to change it into a function
of degree at most . For 0 < r < n, the r-th order Reed-Muller code
RM(r,n) of length 27, is the set of all n-variable Boolean functions of degree
at most r, where each function is represented by a vector that gives its values
in all of its 2" arguments. The Hamming distance dy(f,g) between two
functions f and g is

du(f,9) = {z € Fy | f(z) # g(x)}].

Then

Nﬁr(f) - geér/l\ilr(lr,n) dH<f7g)

It is examined when dealing with low-degree approximation attacks [KR96,
SKO98|.

Note that the maximum possible r-th order nonlinearity coincides with the
covering radius of RM(r,n). When r = 1, the (first order) nonlinearity of a
Boolean function satisfy

NL(f) <2 t—2571 (2.1)

9
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For r > 1, Carlet and Mesnager [CMO07| obtained an upper bound on the
covering radius of RM(r,n), which gives
V15

NL.(f) <2nt = - V2)"72.22 +0 (n"7?)

for every n-variable Boolean function.

Our interest is the r-th order nonlinearity of random functions. When n is
sufficiently large, it was shown by Carlet [Car02|, Olejar and Stanek [OS98],
that almost all Boolean functions have nonlinearities greater than 27! —
c/2" nlog?2 where c is any real number greater than 1. This result was
generalized later on for every r. In [Car06|, Carlet proved that the density
of the set of functions satisfying

NL(f) > 27 — ¢y [2n1 (Z) log 2 (2.2)

tends to 1 when n tends to infinity, if ¢ > 1. This means that random func-
tions have high r-th order nonlinearities. When r = 1, the gap between the
lower (2.2) and upper bound (2.1) was shortened in [Rod03, Rod04, Rod06].
Using Halasz method in [Hal73| concerning random trigonometric polynomi-
als, Rodier proved that the nonlinearities of almost all (Boolean) functions
lie in a small neighbourhood of 2"~! — {/27=1nlog2 when n tends to infin-
ity. More precise estimates were given later by Litsyn and Shpunt with a
different approach [LS09]. In [Dib10], we were enabled to extend this result
to the second order nonlinearity by applying mainly fundamental combina-
torics. We present this result in this chapter.

We prove in theorem 2.6.1 that for » < 2, the density in B, of the set of
functions satisfying

NL(f)>2"1 = cyf2nt (:) log 2

tends to 0 when n tends to infinity, if 0 < ¢ < 1. This result, together
with (2.2), yield a concentration of the nonlinearities of almost all functions

around 2"~ —, /2n—1 (Z) log 2 when r < 2. To attain this goal, we consider B,

as a metric space with the Hamming distance dg(f, g) and weight wy(f) =
dr(f,0), where 0 = (0,...0). For a given function ¢ and an integer p, we
denote by B,[g] the Hamming ball with centre g and radius p, defined by

Bolgl = {f € Bu | du(f,9) < p}.

Let 6 = 2"~ ! — ¢, /27=1(") log 2 where c is a positive real number. We

want to estimate the density of the subset of functions whose r-th order
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nonlinearities exceeds d. By definition, these functions are those for which
the Hamming distance to RM(r,n) exceeds 6. Thus

NL(f) > > lg(f)=0

gERM(r,n)

where 15,4 is the indicator function of the subset Bs[g]. Let i be an integer-
valued function on B,, defined by

)= > lgglh)

gERM(r,n)

Then
P(NL(f)>0)=P(n=0).
We consider all functions to be equally probable. When n = 0, n deviates

from its expectation by E(n), and by Chebyshev’s inequality [AS92, chapter
IV], we have

E(n*) — E*(n)

P(n=0) < P(ln—E(n)] > E(n)) < 50

which tends to 0 if ¢ < 1 as we shall prove.

The paper is organised as follows. In section 2.2, we give the main tools of
our proof. In section 2.3, we give an estimation of the expected value of 7.
In section 2.4 and 2.5, we give an estimation of the expected value of n?. We
present our bound in section 2.6 and explain why our method fails for r > 2
in the final section.

2.2 Some estimations

The following lemma (see [Car06, lemma 1|) gives well-known asymptotic
estimate of the sum of binomial coefficients.

Lemma 2.2.1. Let n be a positive integer and k < n. Then

() <3 (%) crmom (-C). g

1=0

When £ is sufficiently close to n, the following lemma (see [GKP89, chapter
IX, (9.98)], [Fel68, chapter VII]) gives a better asymptotic estimation for
2n

(%)



12 CHAPTER 2. NONLINEARITY OF BOOLEAN FUNCTIONS
Lemma 2.2.2. Let n be a positive integer and |n — k| < ns. Then

<2kn) N \/an Fexp (m_nk)z> “(1+0(1)). (2.4)

Now, we introduce a function of great importance that will occur very often
in our proof (see |Fel68, Chapter IIV], [Dur91, Theorem (1.3)]):

Proposition 2.2.1. For y <0, the function defined by
v 2
H(y) = / e “du

satisfies

In particular,

(I4+o0(1)) as y— —oo. (2.5)

H(z) =0 (H(y)) if y?—22 > —o0 (2.6)
H(z) = H(y) (1 + o(1)) if y?—22-0. (2.7)

We will be dealing very often with exponential sums that we evaluate through
the function H(y). In the following lemma, we show the little manipulations
we do to this purpose.

Lemma 2.2.3. Let f(x) = u,x + v, be a negative, strictly increasing real
function defined on R. Then

bn,
H (f(bn)> -H (f(an)) < uy - Zexp (_fQ(x» <H (f(bn + 1)) . (2'8)

If f2(by) — f?(an) — —oo and f2(b, + 1) — f2(b,) — 0 when n tends to oo,
then

bn

S exp (—2(@)) = o= H () - (1+0() (2.9

Unp,

Proof. f is a negative strictly increasing function, then exp (— fQ(x)) is an
increasing function, and because of this monotonicity, it is clear that the
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area under the graph of exp (— fQ(x)) between x; and z; + 1 is smaller than
exp (—f?(z1 + 1)) and larger than exp (—f?(z1)). It follows that

bn bn bn+1
/ exp (—f2(y)) dy < exp (—f*(2)) S/ exp (—f*(y)) dy.

(2.10)
We change the variables to simplify the integrands

f(on+1)

F(bn) On
/f exp (—22) dz < uy, - Z exp (—fQ(x)) < / exp (—22) dz

(an) - F(an)

and by definition of H, we get

bn
H(f(bn)) = H (f(an)) < un-D_exp (=f*(2)) < H(f(ba +1)).

(2.9) is directly given by (2.6) and (2.7).
O

We will be working also with summations over integers having a fixed parity,
let’s say even. In this case, instead of (2.10), we have

bp—1 bn bp+2
[ e -rw)dy<2 Y en(-rw) < [ en(-£0) dy

T even

which holds independently of the parity of a,, and b,, and also if we are
choosing odd integers instead of even. Following the steps of lemma 2.2.3
gives

bn

H(f(bn = 1)) = H (fan) < 2un Y exp (—f*(x)) < H (f(bn+2)).

an
T even

Ifo(bn_l)_fQ(an)_)_oo) fQ(bn_l)_Jd(bn)_)()and fg(bn'f‘Q)_
f? (bn) — 0 when n tends to oo, then

b n
1

S e (@) = 5 HG) - (L+o()  (211)

2u
an n
T even

by (2.6) and (2.7).

Now, we are ready to estimate the expected value of 7.
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2.3 [Estimation of the size of a Hamming ball

Because of the linearity of E, we have

E(m= Y  E(gg = Y, PBslg).

gERM(r,n) gERM(r,n)

Note that the size of a Hamming ball does not depend on the choice of the
center for a simple translation reason. Thus,

n
2

E(n) = 220 (1) . p(Bs[0])

where >°7_ (7}) is the dimension of RM(r,n).

i
Proposition 2.3.1. Let r be a fized integer, 6 = 21 — ¢, /271 (:f) log 2
where ¢ is a positive constant. We have

1
_F.H

when n tends to infinity.

P (B5[0]) (—c (") log 2) (14 0(1))

Proof. The number of Boolean functions whose Hamming distance to 0 is
bounded from above by some number § equals

> ()

We divide the sum into two sums
2m 2m 2m
L= .+ )
() = () = ()
0si<é 0<i<on—1-2(n—1% on—1_9(n=D¥ <i<§

that we denote by >, and ), respectively, and estimate each one separatly.
Using (2.3),

S <2 exp (—2(”*1)%)
) (22"—2"/ 4) .

To estimate the second sum, we use (2.4)

on n—1_ ;)2
D L STUND DR

2n—1_2(n—1)§ <i<§
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According to (2.9), we have

22" n
o= gy (o) VT (e /(1) og2) - (1 -+ o(1)
22"

= H (e /(1)1082) - (1 +0(1))
2 290

—- (1 +0(1)),
VT 9 (") log 2 (ot

by (2.5). Therefore, Y, is 0(3_,), and we obtain the required result by
dividing by the total number of Boolean functions of n variables, that is
22". ]

Estimating the expected value of n? is rather lengthy, this is why we divide
it in two sections.

2.4 Intersection of two Hamming balls

The random variable n?, defined on the set B, of equiprobable Boolean
functions, is equal to

n+ > 15591185192
(91,92) ERM(r,n) x RM(r,n)
91792
Note that the size of intersection of any two Hamming balls depends only
on the Hamming distance between their centers. Thus, we can suppose that
the centers are 0 and g such that g = g1 + g2. As a result

E (n°) = E(n) + > P (Bs[gr] 0 Bs[g2])
(91,92) ERM(r,n) x RM(r,n)
91792
=B +25=0 () 37 P(Bs{0]0 Bslg]).
gERM(r,n)
970
This means that we have to consider the weight distribution of RM(r,n).
Let A, be the number of functions of weight w in RM(r,n). The first order

Reed-Muller code RM(1,n) has weight distribution
Ag=Agn =1,  Agn =217 2 (2.12)

The weight distribution of RM(2,n) is given by (see [MS77, Chapter XV|):
Ay =0 unless w = 2! or w = 2" 1(1 £ 27") for some h, 0 < h < [Z].
Also, Ag = Agn = 1 and

2h—1 i—n
— 92h(n—h)+h [lizo (1 -277) (2.13)

[T, (1 —47)

A2n71(1i27h)
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2h—1 i—n n
where liso (17277 3 (see [HKLO5]), and Agn—1 = gltnt(3) — Z Ay

[T, (1—49)
w;éanl
Accordingly,
E(P?) = E(n) + 250 () - 3" Ay, - P(B5[0] N Bs[gu]) (2.14)

w#0

where the sum is taken over all weights in RM (r,n) and g, is any codeword
of weight w. When r = 1, we get

E(n®) = E(n) + 2" (217" = 2) - P(B5[0] N Bs[gan]),
since Bs[0] N Bs[1] = 0, § being smaller than § dp(0,1) =271,

Proposition 2.4.1. Let A be some integer. Let g be a Boolean function inn
variables and w its Hamming weight. Then the size of the subset Ba[0]NBa[g]

18
w 2" —w
Z 01 —=b2+w d14d2—w |*
0<67,62<A 2 2

Proof. A Boolean function f belongs to the intersection of Ba[0] and Balg]
if and only if

dg(f,0) =96 and dg(f,g) = do, (2.15)

where 91, d2 € [0,A]. In order to count the number of functions satisfying
these conditions, we look at F4 as the union of the support of g (i.e. vectors
for which g equals 1) of cardinality w and its complement in F% (of cardinality
2" —w), and find the number of possible ways to choose the support of f of
61 vectors from these two sets, while respecting its distance to g, that is ds.
Therefore, we consider

ai=|{zr eFy/f(x)=1,g(x)=4}], i=0orl.
We have by (2.15)
di=ap+a and &2 =ag+ (w—ay).

Thus
01+ 09 —w 01 — 09 +w
= and alzf

and the number of functions in Ba[0] N Balg] is

> L")
0<8y.5<a 1 0

By definition, ay (resp. a1) is a non-negative integer less than 2" — w (resp.
w). Hence, for values of d; and d2 that do not satisfy these conditions, the
sum is null. O

ao
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Proposition 2.4.2. Let r be a fized integer, § = 21 — ¢ /27=1(") log 2

where ¢ is a positive constant. Let g be a Boolean function in n variables
with Hamming weight w = 2"~1(1 +t), where |t| # 1. Then

cy/ (") log2
P (Bs[0] N Bslg]) < Vi CH? —M (14 0(1)). (2.16)

/1|1 1+ t]

If |t| = 0<(;)> we have

P (Bs[0] N Bs[g]) < = - H (—c (") log 2) (1 +0(1)), (2.17)

1
T
which is tight if t = 0.

Proof. Due to proposition 2.4.1, we have

PEONELD =27 Y (s ((?J“;)

0<61,02<8 2

Whenever the binomial coefficient is not null, §; and d5 clearly have the same
parity since w is even. We divide the sum into two sums, and estimate each
one separatly. Let

w 2" —w
Seon (e (25Y)
2 2

gn—1_9n=DE <5, 5,<5

and

w 2" —w
24 = Z 01 —02tw 01+02—w
~1_o(n-1)2 2 2
01<2" -2 8 ;02<0
0r52<2”*172("71>% 101<6

w 2" —w
<2 Z <51<;2+w> <51+(;2w>’

51<2n—1,2("*1>% $62<6

since the binomial coefficients are symmetric in §; and Js.

1 and d; fulfill the conditions of (2.4) in 5, thus

23 = (1+0(1)) - >

22"+1
2n—1_2(n*1)% <61,60<6

T/ w(2" — w)
d1=082 (mod 2)

(@)2 (51+627w _ 2"—11))2
eXp<_wQ/2 o\ )
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Rearranging gives
22"+1

Zgzﬂn_l—m'(lJrO(l))' >

gn—1_9(n=DZ <5, 5,<6
d1=042 (mod 2)

exp ( (51 — 2”*1)2 + (52 — 2”*1)2 1ot (51 _ 2n71) (52 _ anl) )

2n71(1 _ t2)

We denote the latter sum by ) . and bound it using
— (u? 4 v? + 2uvt) < —(u? +0H)(1 - [t]). (2.18)

(61— 2071)% 4 (5 — 277 1)?
25 < 2 P ( - 2n=1(1+ [t]) )

gn-1_o(n=DE <5, 5,<5
01=042 (mod 2)

_ (51_27171)2 2
‘( 2 ‘”‘p<‘2nl<1+|t|>)>

gn—1_9=D§ <5, <5
d1even

+< > exp<_§1_1_(12:—|12|2))>2_

gn-1_9n=1E <5 <5
d10dd

According to (2.11), we have

__ 9on—1)\2 /on—
2 exp< = ))_ 2 o)

o1+ d) ) 2

on—1_og(n=1§ <5, <5
d1even

c+/ (") log 2
g [V () los |
1+ |t

and this estimation holds for odd values of §;. We have thus proved that

92" +1 271(1 4 |t ¢/ () log?2
B il )
w11 — ¢ 1+ [t]

0" 14y [ ¢y (7)log2
== | - ) (1401
™ 1—t| 1+ [t] ( (1)

92" 1+t 9—2¢% () /1+1t|
= — . (1 1 2.19
= T e ogzay e (2.19)




2.5. A BOUND ON THE TOTAL SIZE OF INTERSECTIONS 19

by (2.5). To estimate ), we proceed the same way except that we use (2.3)
to bound each binomial coefficient. Though (2.3) provides a much greater
bound than (2.4), we end up with a much smaller bound, because this is

widely compensated for by having §; smaller than 271 — 9(n—1)3

" 01 — 2"_1)2 + (02 — 2"_1)2
<2.22". | :
24 < >, i xp ( on—1(1 + [t])
sr<2n1 2 "D8 15,<5
d1=042 (mod 2)

And according to (2.11)

(51 — 2”71)2 + (52 — 2”71)2
2 op (‘ 27 T(1+ [t]

sr<on—1_9(n=D% .5 <5
41,02 even

_ (61 —2m)° (02— 2771’
-2 eXp<‘2n-l<1+|t|> TP\ T2 T D

nel_o(n—1)3 52<6
51 <2 511(;62:1 D3 6226V6n
2n—1(1 + ‘t‘) c (7;’) log 2 2(”*1% (1 N (1))
= —-——— . —_— . —_—— . 0 s
4 1+ |t] 1+ |t

and the same estimation holds for odd values of 1 and d5. Thus

n cy/(")log2 2(77’_1)%

<22l (14 t)) - H _ey/()tos2 H|l-—=]-(1 1

24 < (1+1t) i JiET (1+0(1))
-0 <22n+n_(cz(Z)+2n/4)/(1+|t\)) ’

by (2.5), and is much less than (2.19). Thus, we obtain (2.16). Now, when

1
t] = 0<n>, we get (2.17) straightforwardly from (2.7). Finally, we note

that when ¢ = 0, (2.18) is tight, and then also (2.19) and (2.17).
O

In our estimation of (2.14), we shall use (2.17) when ¢t = 0, or t = +27" so
that 27" < n=3 hence for w = 2"~! or w = 2"~ 1(14£27") where h > 3log, n.
2.5 A bound on the total size of intersections

When r = 1, we have by (2.17)

L 32 (ev/mTog2) - (1 +o(1)).

™

E(HZ) — E(T]) + (21+n) . (21+n . 2) .
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But for RM(2,n), it will take few more steps. Let g;[ (resp. g, ) be any
codeword of weight 2"~ 1(1 4+ 27") (resp. 2"71(1 — 27")). We recall that
AQn—l(l_’_th) == AQn—l(l_Q—h). Then

> Aw - P(B5[0] N Bs[gw]) = Si(h) + Sa(h),

oy

where

Si(h) = ) Zh Ay - (P(B5[0] 0 Bslgi]) + P(B5[0] N Blg; )
ot DB Bl

and

Sa(h) = > Agu-rra-ny - (P(Bs[0] N Bslg}]) + P(Bs[0] N Bs[gy, ) -

0<h<3logyn

Lemma 2.5.1. Let § = 2"1 — ¢/27=1(}) log2 where c is a positive con-

stant. We have

Su(h) < 217 +(5). % H2 (e \[(3)1082) - (1 +0(1)) (2.20)

Proof. According to (2.17)

Si(h) < (21+n+(3) -2 Y A2n—1(1+2—h)> X %

0<h<3logyn
x H? (—c (5) log 2) x (1+o(1)).

What we are about to find out is that almost all codewords of RM(2,n)
have weights setting close to 2"~!. Knowing the weight distribution of the
code, this property can be easily found. By (2.13), we have

Z A2n71(1+27h)

0<h<3logy n

3 2h(n—h)+h
<3 d>oo2
0<h<3logyn

= § Z 272((;1,27%1)27%)
2

0<h<3logyn

3 en+n)? on+1)2
:5.2 5 - Z exp<—210g2<h— 1 ))

0<h<3log, n
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Using the right-hand inequality of (2.8), we get

2
Z exp <—210g2 (h — 2712— 1) )

0<h<3logyn

2 1
<H <\/210g2 <3log2n— nj

2
=0 <2—(2n;r1>+3(2n+1) log, n)

9

by (2.5). Hence,

1))

Z A2n—1(1+2—h) -0 (23(2n+1) log, n>

0<h<3logyn

— 0 (21+n+(3)> )

21

(2.21)

O]

Lemma 2.5.2. Let § = 2"~ — ¢ /27~ 1(})) log2 where 0 < ¢ < 1. We have

3" Ay - P(Bs[0] N Bs[gy]) < 276 % 2 (—c (%) log 2) (14 o(1))

w#£0

Proof. One can see that the intersection between two Hamming balls is larger

when the distance between their centers is smaller. As a result

Sa(h) < 2- P(Bs[0] N Bslgy]) - Z Agn-1(142-1y

0<h<3logyn

where g, is a codeword having the smallest possible non-zero weight, that

is 2771(1 — 271). According to proposition 2.4.2,

V3 ) c (g) log 2

P(Bs[0] N Bslg ]) = —— - H™ | ———===—] - (1 +0(1))

3/2

Using (2.21), we obtain
82(}7,) =0 (2_45(3)—}—3(271—}—1)10@ n)

—o (2<1—2c2><’;>) :

provided that ¢ < 1. Taking into account (2.20), we obtain the required

result.

O
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2.6 An asymptotic upper bound

Putting all together, we proved that for r < 2 and ¢ > 0

E(n) =220 (1) . \/17? M (—cy/(1)10g2) - (1 +0(1))

E(1?) < E(n) + 2*%i=0 (). = 2 (—c (™) log 2) -(140(1)) if e<l.

3| -

Thus
E(m?*) < E(n)+ E*(n)(1+0(1)) if c<1. (2.22)

Finally, we can state our result.

Theorem 2.6.1. Let § = 2" 1 — ¢ /271 (f) log2 where 0 < ¢ < 1 and

r <32. Then
P(NL.(f)>d§ — O.

n—-+0o0o

Proof. We have

PNLy(f)>06) = P(n=0) <

E2(n)
And by (2.22)
Em*) —E*(n) _ 1
< + o(1).
) B Y
Or
By) = 950 (=) o 12 0)
2¢y/ (1) log 2
tends to infinity with n, if ¢ < 1. O

2.7 Asymptotic r-th order nonlinearity

We proved that 27~1 — ,/2n—1 (g) log 2 represents a concentration point of
the second-order nonlinearity of Boolean functions, when n tends to infinity.
The situation gets critical with our method when dealing with Reed-Muller
codes of higher orders because of the little knowledge we have about their
weight distribution. One can prove that almost all codewords have weights
setting around 2”71, but the problem arises regarding the sum taken over
the weights far from 2"~! that is Sy(h), that we were unable to enhance in
order to give the needed precisions. Recently, Schmidt [Sch13] extended this
result for every r > 1, proving that the r-th order nonlinearities of almost

all Boolean functions lie close to 27~ — , /2n~1 (:f) log 2.



Chapter 3

Decoding of first order
Reed-Muller codes

3.1 Introduction

Let F2" be the set of all binary vectors of length 2". For any vector f € F3 |
the set
fAHRM(Ln)={f+glgeRM(1,n)}

is called a coset of RM(1,n) and contains 2""! vectors. One can easily
check that two cosets are either disjoint or coincide. This means

if fef'+RM(1,n) = f+RM(1,n) = f +RM(1,n).
Therefore, the set F3" can be partitioned into 22" =(n+1) cosets of RM(1, n):

22" —(n+1) _1
F5 = U (fi+RM1,n), fi €F3
i=0
where (f; + RM(1,n)) N (fj + RM(1,n)) = 0 for i # j. Suppose the de-
coder receives the vector h, h belongs to the coset h + RM(1,n). If the
codeword g was sent, then the error vector that have occured is (h — g) €
h +RM(1,n). Thus, the possible error vectors are the vectors in the coset
containing h. In maximum-likelihood decoding, the decoder’s strategy is,
given h, to choose a minimum weight vector f in h + RM(1,n), and to
decode h as h — f. The minimum weight vector in a coset is called the coset
leader, and when there is more than one vector of minimum weight in a coset,
any one of them can be selected as the coset leader. Only coset leaders are
correctable errors, which means that 22"~ ("1 errors can be corrected with
this decoding. Since the minimum distance of RM(1,n) is 2”71, a given er-
ror f of weight < (2772 — 1) is a coset leader (i.e. correctable error) because

Vg € RM(1,n)\ {0}:
wi(f+9) > wulg) —wu(f) =271 =272 =1) =2""+1>wy(f)

23
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and thus f is the only minimum weight vector in f+RM(1, n), which makes
it a coset leader. On the other hand, every error of weight larger than the
covering radius is uncorrectable since the covering radius is the largest weight
of a correctable error.

Whenever we refer to results from the previous chapter, we use the correspon-
dance between the binary vectors of length 2™ and the Boolean functions of n
variables, and hope there will be no ambiguity. Let f € F2", f is associated
to a n-variable Boolean function. We have

NL(f) = QGR%I;M) du(f,g)

= ekt 9

which is the minimum weight of the words of f + RM(1,n), and thus the
weight of the coset leader. That being said, the associated result to that
of the first chapter from a coding view, is that almost all coset leaders of
RM(1,7n) have weights lying close to 2"~ 1 — {/27~1nlog 2, when n tends to
infinity. In other words, the distribution of the nonlinearity of Boolean func-
tions coincides with the weight distribution of the coset leaders of RM (1, n).
In this chapter, we study more closely the weight distribution of coset lead-
ers. Our aim is to find the largest weight ¢ such that the fraction of all errors
of weight ¢ that are correctable (i.e. coset leaders) tends to 1 when n tends
to infinity. Note that ¢ is somewhere between half the minimum distance of
the code and its covering radius

Let 6 = 2" 1 — ¢ /27 1nlog 2 where c is a positive real number. We prove
that the code can correct almost all errors of weight smaller than 0 if ¢ > 1
(theorem 3.2.1), and fails to correct almost all errors of weight larger than
0 if ¢ < 1 (theorem 3.3.1). This means that the limit (upper bound) es-
tablished for the asymptotic (first order) nonlinearity of Boolean functions
is the same for the number of almost always corrected errors in maximum-
likelihood decoding of RM(1,n). Proving the lower bound for the number
of almost always corrected errors is an easy task considering the estimations
already given in the previous chapter, but proving that this bound is optimal
turns out to be more difficult. This result is not new, however, our method
underlines the link between the nonlinearity of Boolean functions and de-
coding of RM(1,n). When decoding the [m = 2" k = n + 1, dpn = 2" 1]
code RM(1,n), Helleseth, Klove and Levenshtein [HKLO5] proved that, for
0 < € < 1, the largest t such that the fraction of all errors of weight ¢ that
are correctable is > € equals

m 1 /m—dnn
m_ 2 Gmin ke log 4
2 o\ T, es®
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which meets our bound. We start by proving the lower bound which came
directly from the estimations we derived in the previous chapter.

3.2 Decoding a large number of errors

We consider F2" as a metric space with the Hamming distance, weight and
balls introduced in the previous chapter. Let f € Bs[0]. If f is an uncor-
rectable error, then either f is not a minimum weight vector in f+RM(1,n),
or is a minimum weight vector but not the coset leader. In both cases,

dg € RM(1,n)\ {0}, wu(f) = wu(f +9)

Jg € RM(1,n)\ {0}, & >dg(f,0)>du(f,9)

Jg € RM(1,n)\ {0}, f € Bs[0] N Bs[gl.

Hence, the number of uncorrectable errors of weight smaller than ¢ is less
than

U @sinss)|,

gERM(l,n)\{O}
which is smaller than

> 1Bs[0] N Bslg]| -

geRM(1,n)\{0}

We show in the following theorem that the latter quantity is negligible with
respect to the number of vectors in Bs[0], if ¢ > 1.

Theorem 3.2.1. Let § = 2"~ ! — ¢\/2n"Inlog 2 where ¢ is a positive real
number. The fraction of all errors of weight smaller than § that are uncor-
rectable is less than

2n+1
NG

and, if ¢ > 1, it tends to 0 when n tends to co.

“H(—c+/nlog2) - (1+0(1))

Proof. The fraction of all errors of weight smaller than ¢ that are uncor-
rectable is less than

|B5[0] N Bsg]] 1
Z T AT (2n+1_2).7.7—[ —cm .(1+0(1))
serringoy 2oL VT ( >

-0 (2"(1*@) :

using (2.17) and proposition 2.3.1. This tends to 0 when n tends to oo, if
c> 1. O
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3.3 An asymptotic decoding upper bound

We prove in this section that the bound we gave in the previous section is
optimal. Indeed, when the number of errors exceeds § with ¢ < 1, maximum-
likelihood decoding fails to correct. For a given vector g and an integer p,
we introduce the Hamming sphere S,[g] with centre g and radius p defined
by

Spl0] ={f € F5 | du(f,0) = p}.

Let us fix the number of errors to be d such that
d=2""1—a(n)Von-1

where a(n) tends to infinity and d > §. Let f € S4[0]. If f is a correctable
error, then f is definitely a minimum weight vector in f + RM(1,n), which
gives

Vg € RM(1L,n)\ {0}, wr(f,0) <w(f+g)

<~
Vg € RM(1,n)\ {0}, d=du(f.0)<du(f 9g)
=
Vg S RM(L TL) \ {0}> f ¢ Bd—l[g]'
Hence

f is a correctable error of weightd — Z 15, 4q)(f) =0
gERM(1,n)\{0}

where 15, (g is the indicator function of the subset By 1[g]. Let 6 be an
integer-valued function on Sy4[0] defined by

0(f) = > 15, ,1g1(f)-

gERM(1,n)\{0}

Therefore, the fraction of all errors of weight d that are correctable is less
than P(# = 0). Using the second moment method

E(6?) — E2(0)
POH=0)< —>r—"—~~

0=0= " )
as we did in the previous chapter, we prove that it tends to 0 when n tends
to infinity, if ¢ < 1.
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3.3.1 Expected value of 0

Because of the linearity of E, we have

E(9) = Z E (1Bd71[9] | Sd[o])
gERM(1,n)\{0}

= > P (Ba-1lg] | Sa[0])
gERM(Lm)\{0}

_ P (84[0] N Ba-1[g])
a 2 P (84]0]) .

gERM(1,n)\{0}

Since the size of intersection between Sy[0] and B,_1[g] depends only on the
weight of g, and that it is null if g = 1 (d < 2"1), we get

P (8401 N Ba-1[g])

BO) = 7" =2 =5 5,

where ¢ is any codeword of weight 2771

Proposition 3.3.1. Let d = 2! —a(n)V2"~1 where a(n) tends to infinity
and d > 8. The fraction of errors of weight d in F3" is

_ exp(—a?(n))

P(54)0])) = ——===(1+0(1)).
Proof. The number of vectors of weight d is (2;) and the result is obtained
by (2.4). O

Lemma 3.3.1. Let d = 2"t — a(n)v2"1 where a(n) tends to infinity and
d> 6. Let g be a vector of weight 2"~1. We have

P07 Bacilo) = R o) - (1401,

Proof. Due to proposition 2.4.1, we have

_on 2”71 2"71
Pl Bl =27 Y (siirs ) (asdw )
2

0<d;<d-1 2

Whenever the binomial coefficient is not null, d; has the same parity as d.
We divide the sum into two sums and estimate each one separatly. Let

2n71 2n71
21 = Z (d—d1+2n1 ) <d+d1—2n1> )
2

2
gn—1_9(n—DE <q <d—1
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and

2n—1 2n—1
22 = Z <d—d1+2n1> <d+d1—2n1 ) :

0<dy <2n—1-2(n—D3 2 2
By (2.4), we have
22"
Y= g (L o(1)) )

on—1_o(nDF <g <d—1
d1=d (mod 2)

d—dy\?2 dtd;—2""1 on—2 2
exp(—(22_2) ).exp(—( 22n_2 )>

Rearranging gives

22"
21:W'(1+0(1))' Z
gn—1_90=DF <g <d—1
d1=d (mod 2)
(d =212 4 (dy — 27 1)
eXp — 2n71
n 2
22" . exp(—a?(n)) dy — 21
= o3 (1+0(1)) - > exp | — (in) :
on—1_9(n=D§ <g <d—1
di=d (mod 2)

Using (2.11), we get

22" . exp(—a?(n)) V2n-1

Y= o Y H(—a(n) - (1+ o(1)
2 ep(—a¥m) Lo
= o= H(—a(n))- (1 +o0(1))
5 2 exp(—a¥(n)) H(—c\/nlog2) - (1+o(1))
o m/2n—1 ’

since H(y) is an increasing function and d > §

2" —a(n)v2on—1 > 2"t — ¢\ /on—1plog 2. (3.1)

To estimate ) _,, we use (2.3) to bound each binomial coefficient and proceed
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as before

_ 9on—1)2
S, ooy Y ew (<55

dy<2n—1-2(n=D§
di1=d (mod 2)

\/2;7—1 . (_2(71—1)%) (14 o0(1))

— 92", exp(—aQ(n)) o) (2—2"/4+n/2) ’

on

< 22" . exp(—a?(n)) -

by (2.11), which is much less then ). O

3.3.2 Expected value of >

We have
E(GQ) = Z E (13(1—1[91}05(1—1[92] | Sd[o]) + E(0)
91,92 € RM(1,n)\{0}
91792
P(S4[0] N By— N By
_ 3 (Sa[0] N By—1[g1] N By_1[g2]) +E(®0).

91,92 RM(1,n)\{0} P(Sd [0])
91792

The intersection is null if one of g; equals 1 or g; + go = 1. Thus

Sal0] N Ba—1[g1] N Ba—1[g2])
P(84]0])
o P(S4l0] N By—1]g1] N Ba-1[g2])
P(84]0])

E#%) = (2" —2)(2"t —4) . il + E(0)

< (2"t —2) + E(6),

where g1 and go are any codewords of weights 2"~! such that g; + g2 # 1.

Proposition 3.3.2. Let A, A1 and As be positive integers. Let g1, go € F3"
be two vectors of weight 21 and with Hamming distance between them 271,
Then the size of the set (Sa[0] N Sa,[g1] N Sa,lg2]) equals

2n—2 2n—2
Z —2n A +A, | X 2n—14A—A
<a1,1 + +21+ 2) <—a1,1 + +2 2)

0<ay, <272
2n72 2n72
X e X :
<—a1,1 + 21+2A_A1> <a1,1 >
Proof. A vector f belongs to (SA[0] N'Sa,[g1] N'Sa,[g2]) if and only if

da(f,g1) = Ay (3.2)
di(f,g2) = As.
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Now, in order to count the number of vectors satisfying these conditions, we
look at A = {1 < ¢ < 2"} as the union of the following disjoint sets

Aj,k:{iEAfgl,iZj, 92,1':]43}7 j,k=0orl

and find the number of possible ways to choose the A nonzero coordinates
of f from these sets, while respecting its distance to g; (resp. g2), that is A;
(resp. Ag). We have

[ Aool = [Aoa| = [Arl = [A11| = 2772,
since

|Ao 1| + [A11| = [A1o] + [A11] = [Aoa| + [A10] = [Aop =2t

+ A1

i

because g1 and go have weights 2"~ ! and agree (resp. disagree) 27! times.
Now, we consider

ajp=1{i€Ajx| fi=1}  jk=0orl
Then (3.2) becomes

A =apo+ ao,1 + a1+ a1
Ay =agp+apq + Aol —a10+ [A1] —aia
Ay =agp+arp+|Aoa| —ao1 + [A11] —ai1.

And the solution is

—2" 4+ Ay + Ay
apo = a1,1 + 5
2L A—A
ap1 = —a11 + — s 2 (3.3)
20 A - A
ayo = —ai1 + 5

Thus, the number of vectors in (SA[0] N Sa, [91] N Sa,lg2]) is
2n—2 2n—2 2n—2 2n—2
OSGES:QH ( a0, ) ( ao,) > ( a1 ) (au )

By definition, a; ; is a non-negative integer less than 2"=2_ Hence, for values
of A, Ay and As that do not satisfy these conditions, the sum is null. O

Proposition 3.3.3. Let d = 2"~ ! —a(n)V2"1 where a(n) tends to infinity
and d > 6. We have

ex *a2 n
P(Sd[O] N Bd—l[gl] N Bd_l[QQ]) < 7131/)2(\/% - H2 (—a(n)) - (1+o(1)).
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Proof. The size of the set S4[0] N By—1[g1] N Ba—1[g2] is
Z (2n2) (2n2) <2n2> <2n2>
0<dy. da<d—1 0,0 ap,1 a1,0 a1
0<ai, 1 <2"—2
where the a;; are given in (3.3). Whenever the binomial coefficient is not
null, d; and dy have the same parity as d. We can use (2.4) to bound the

(n—S)% 2(71—3)%
and |ay; —2"73] <

Let us consider D; to be the domain covering these values. Then
Z <2n2) (2n2) <2n2> <2n2>
D; ap,0 ap,1 ai1,0 ai1

2271.72 4
= (_3) (1+of Z exp ( o3 ((a070 — 2n73)2

AL

binomial coefficients when d; > 271 —

+ (CLo,l - 2”73)2 + (a170 — 2”73)2 + (a1,1 — 2"3)2)>.

And for any values of di, d2 and a1, we have

1 _ _
Z exXp ( 27173(( 0,0 — 2"~ 3) + ((107]_ - 2" 3)2 + (CLLO - 2" 3)2

di,d2
a1

4 (al,l o 2n—3)2)>
2 1 n—1\2 n—1\2
—exp(-a%(m) Y exp (= gy (- 27 4 (6 - 21 )

di,d2
ai,1

1 —d+dy +dy — 27\
X exp —W al’]_ + 4

<3 exp <_ 2n1_5 (a1 + cte/4)2> , (3.4)

where the constant is independent of a1,1. Now,
2

Zexp< s (11 +cte/4) ) S e <—2f_5>

a1 xE€ZA+cte/4

00 yQ
</ exp< = 5>dy+2
—0oQ

= V2571 4+ 2.
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Putting all together and using (2.11), we obtain
2n—2 2n—2 2n—2 2n—2
3 () () () ()

n—2 4
< ( 2 ) x exp(—a2(n)) x (\/2”_57r+2> x (14 o(1)) (3.5)

Ve
X Z exp <2n11 ((di =212 + (do — 2”_1)2)>

a5

on-1_ 28 (g gy

d;=d (mod 2)
92" +(—3n+7) /2

3/2
2 2

(d1 — 2n—1)
_3)%

g1 2R gy
di=d (mod 2)

< x exp(—a?(n)) x (1 + o(1))

92" +(—3n+7)/2

2
—7@0'“Mﬂ*W”'< > )-H%—Mm»owwa»

_ 2" exp(—a’(n))

m3/2 % /2n—1

X H? (—a(n)) x (14 o(1)). (3.6)

Outside Dy, there are two cases to consider for which we use (2.3) to bound

4
each binomial coefficient, which adds the factor (\/7‘(‘ 2”*3> to (3.5). Then,

9(n—3)%
either one of d; is smaller than 271 — ’

, and that replaces one
9(n—3)3

2,/2n—1

2
(3.6) due to (3.1), or |az1 — 2" 73| is greater than

we go a little backward and give a more precise estimation of (3.4). One can
check that if

H(—a(n)) with H <— ), which yields a much smaller bound than

(n—3)%

and in this case,

Then

—dtdy+dy 2| 2(n=3)§
a
1,1 4 4




3.3. AN ASYMPTOTIC DECODING UPPER BOUND 33

Hence

1
Zexp <_2”—5 (a1 + Cte/4)2>
~ Y e - L (o —dtditds—2" 2
= Xp on—5 | 411 1
22
< ). oo <—2n—5>

(n—3)2
pe_2 . 8
2(71,—3)%
— V25 | — :
44/2n5

which replaces the factor (\/ 2n=5 4 2) in (3.5), and once again yields a
much smaller bound than (3.6) due to (3.1). And that ends the proof.

O
Putting all together, we proved that
B(0) = (21 =2) —= - H (~a(n)) - (1+ o(1)
(%) < B(O) + (2" 2% =4 (~a(n)) - (1 +o(1)).
Thus
E(6) < E(6) + E*(0)(1 + o(1)). (3.7)

Now, we can state our result.

Theorem 3.3.1. Let d = 2"~ — a(n)vV2"~1 where a(n) tends to infinity
and d > 6. The fraction of correctable erros of weight d tends to 0 when n
tends to infinity, if c < 1.

Proof. The proof is the same as in section 2.6, but we repeat it for the sake
of clarity. If f is a correctable error, then 6(f) = 0. Therefore, the fraction
of all errors of weight d that are correctable is less than P(f# = 0). And

E(6%) — E*(9)

PO=0 < —F0

And by (3.7)
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Since H(y) is an increasing function and having (3.1), we get
1
E@0) > (2" —2). =M (e v/nlog2) - (1+0(1))
T
— 21+n—c2n % (1 + 0(1))
2cy/nmlog 2

which tends to infinity with n, if ¢ < 1. 0l



Chapter 4

Asymptotic Nonlinearity of
Vectorial Boolean Functions

4.1 Introduction

Let m and n be two positive integers. Functions from the vectorspace V,,, =
FZ" to the vectorspace V,, = F% are called (m, n)-functions or more generally,
vectorial (i.e. multi-output) Boolean functions. These functions include
the (single-output) Boolean functions (n = 1). For a cryptographic use,
such functions need to fulfill many criteria in order to ensure the robustness
of the cryptosystems in which they are involved [Carl0Ob]. Among these
criteria, a very important notion is the nonlinearity of these functions that
must be as high as possible in order to resist to the linear attack. A (m,n)-
function is affine if and only if it is a Fa-linear map plus a constant. The
nonlinearity N'L(f) of a (m,n)-function f equals the minimum Hamming
distance between all the component (Boolean) functions of f, that is v -
f where v € V¥ = V,, \ {0}, and all affine (m,1)-functions. This notion
was introduced and studied by Nyberg [Nyb93] and later by Chabaud and
Vaudenay [CV95]. It can be computed through the Walsh transform of these
components. For a given v € V¥, the Walsh transform of v - f is the Fourier
transform of y,.;(z) = (=1)F)®) the +1-representation of v - f. Let us
denote by Vin the set of characters of Vj,. For every p € XA/m, we have
Xor(w) = > (=)D (),
E€Vm

where pu(x) = (—1)*¥ for some y in V,,,. And the nonlinearity of f is

m— 1 —
NL(f)=2""" - 5 Mo o7 (10)] - (4.1)
HEVim

Hence a function has high nonlinearity if the Walsh values of all its compo-
nents have low magnitudes. The covering radius bound being valid for every

35
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m-variable Boolean function, is a fortiori, valid for every (m,n)-function
NL(f) <2m=t —gm/2-1, (4.2)

Nyberg proved that this bound can be achieved with equality only if m is
even and n < m/2 by the so-called bent functions [Nyb91]. Bent functions
being not balanced (i.e. they do not take every value of F4 the same number
2~ of times), they are not suitable for cryptotsystems. This is why it
is important to study functions with large but not optimal nonlinearities,
among which some balanced functions exist. When n > m — 1, we have the

Sidelnikov-Chabaud-Vaudenay bound [CV95]

which coincides with the covering radius bound for n = m — 1 and improves
it for n > m. This bound is achieved when n = m, with n odd. The
(m, m)-functions which achieve this bound 2m~! — 2" are called almost
bent functions. Other bounds have been obtained in [CDO7| when 7 is suffi-
ciently greater than m. Finding better bounds than (4.2) in the other cases
remains an open problem.

While several papers [Car02, LS09, OS98, Rod06, Sch13| studied the distri-
bution of the asymptotic nonlinearity of Boolean functions when n = 1 as
we presented in the first chapter, less was done for n > 1. It was proven
that almost all m-variable Boolean functions have nonlinearities close to
om=1 _ om/2=1, /9 Tog 2 when m is large enough. In [Dib13], we extended
this fact to (m,n)-functions under some restrictions. We prove in theorem
4.3.1 that almost all (m,n)-functions are highly nonlinear. Theorem 4.2.1
provides an upper bound for the nonlinearity of almost all (m,n)-functions,
yielding together with theorem 4.3.1, a concentration of the nonlinearity of
almost all these functions close to 2m~1 — 2™ Vv (m+mn)log2 whenn <m
and m large enough. Namely, we prove the following theorem:

Theorem 4.1.1. Let m and n be two positive integers such that n < m, and
0<pB< i. The probability that

m+1

272 \/(m+n)log2(1—p) < max [Xo-£ ()] < 2”27 /(m +n)log2 (1 + B)
v n
pw€Vm

tends to 1 when m tends to infinity.

When n = 1 and using (4.1), we find in particular the point of concentration
that is already established for the nonlinearity of random Boolean functions.

We begin by proving the lower bound of =~ max  |x,.p(1)| which is more
veEVFuEVm
difficult.
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4.2 An asymptotic lower bound on  max |, /(1)|
veVrueV,

To obtain this bound, we use G. Halasz method in [Hal73| concerning ran-
dom trigonometric polynomials. This work inspired F. Rodier [Rod06] to
prove a lower asymptotic bound of the above term for Boolean functions
(n =1). We use the same scheme of proof, however, it was necessary to take
more precise approximations in the case of (m,n)-functions. In this section,
we take n < m, the other case need even more precise calculations.

Let u(z), that will be completely constructed in section 4.2.3, be a function
on R satisfying
0 for |z|<M
< < = _
0<u(z)<1l VreR, u(x) { 1 for |z| > M+ A,
where M = 2”3 \/(m+n)log2(1 — B) with 0 < B < 1/4 and A =
2m
log 2™

. We consider the random variable 7 on the space of (m, n)-functions

nh= | ; [m w (o3 () dpo,

where dj (resp. dv) is a uniform measure over Vj, (resp. V;*) of total mass
1. The function u(x) is the real Fourier transform of a measure U on R

u(z) :/Rexp(—%'itx) au(t).

Hence

n(f):/; /Am/ReXp(—Qﬂit@(u))dU(t)dudv.

For a given f, n(f) = 0 is equivalent to  max _ |xy.r()] < M. When
veEVF; neVm
n < m, we shall prove by applying Chebyshev’s inequality

E(n*) — E(n)?

P(n=0) Eln)?

IN

that this occurs with probability tending to 0 for large enough m. Before
evaluating the first and second moment of 7, some estimations are necessary
but we choose to give the proof later. The following proposition is given in
|[Hal73| and [Rod06| but we repeat it for the reader’s convenience.
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Proposition 4.2.1. When m tends to infinity, we have the following esti-
mations:

| v ] = ofm) (43)
/ ItP|dU ()] = O (ﬁ)p/2 for 1<p<32 (4.4)
R m
‘ / exp (—2"17??) 24U (t) ‘ =0 (277”%7(m+n)(172ﬁ)mp/271/2) , (4.5)
R

for 0 <p <24,

Proof. See section 4.2.3.

4.2.1 Expected value of 7

Lemma 4.2.1.

E(n) = / exp (—2"7%?) dU (t)+0O (2*2mfn+2ﬂ(m+n)m3/z> 10 (272mm)
R
(4.6)

Proof. We have
B(n) = / * /A /R B (exp (=2t Yo (1)) dU (1) dpudo,

The random variables x,.f(x) indexed by z are independent, and then also
the random variables x,,.¢(z)u(z) which take values +1 and —1 with proba-
bility 1/2. Thus

E (exp (—2rit Xop (1)) :E< I1 exp(—?witxv.f(x)u(w))>
€V

= H E (exp (—2mitxo.f(x)p(x)))
z€Vm

= cos?" (27t) (4.7)

4
= exp ( _gmHlp22 §w42mt4) +0(2mt5)

for [t| < %, by applying on (4.7)

2 4
logcosy = —% — % +O(y6) for |yl <1

and
exp(—a) = exp(—b) + O(b—a) for a,b>0. (4.8)
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For |t| > 3%, we use the trivial bound 1 for the integrand. This gives
| B (exp (-2t G (w)) du )
R

1

37 4
= /3 exp ( —omila22 _ 77r42mt4) au(t) + O<2m/
—i 3 R

+ O</|t>3; av ).

We extend the first integral over the real line making the same error as the
third term, that can be included in the second one. This yields

4
/ exp ( _gmtl 2,2 g7r42m7g4) dU(t) + O(Qm/ t6|dU(t)|).
0 R

By (4.4), the remainder equals O (272™m?). As for the main term, we use

Ol (1))

exp(—a) =1—a+O0(a?) for a>0,
in addition to (4.4) and (4.5) as follows

4
_om+1_2,2 T __4omy4
/Rexp( 2MmT it 371'2 t)dU(t)
m+1,_2,2 4 dom 4 2m 48
= [ exp (=2 Ha%?) (1- Zat2med + 0 (2276) )au (1)
R
_ / exp (_2m+1ﬂ_2t2) dU(t) + O (2—2m—n+2,8(m+n)m3/2)
R
+O(22m/t8\dU(t)\)
R
_ / exp (_2m+1ﬂ_2t2) dU(t) + O (272m7n+2ﬁ(m+n)m3/2> L0 (272mm4) .
R
The proof is complete recalling that the total mass over V and ‘A/m isl. O

4.2.2 The second moment
The random variable n?(f) consists of three sums
2 _ — — /g1
1 (f)_/v*2xv2 u (Yo (1) uw (Xor7 (1) dpduvdy dv
(Uvﬂ):(v/nu‘l)
+ a0 (7 00) 0 (T ) dudvdyl

v=0’

pFEu

+ .
Vr2xV2

o U (o p (1) u (Xorp (1)) dudvdp dv',
v#v’

which we denote respectively by n?(f), n3(f) et n3(f).
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Lemma 4.2.2.

Proof. We have

U%(f) :/V*QX‘72
(Uru):(vl’/"/)
1 / 9, —
= —— u” (Xo.r(p)) dudv
2m(2n _ 1) V,;‘Xf;'m ( f( ))

u (Xo-p (1) u (Xorop (1)) dpdvdp dv’

§2m(271L_1)/V . u(@(ﬂ))dﬂdv_mll_l)ﬁ(f)

XV

noting that 0 < u(x) <1, Vx € R.

For E(n3) (resp. E(n3)), we use the representation of u as a Fourier transform
of U

B08) = B( frenag 0 (G700 0 (70 dput

v=0’

p#E
_ /vv / B (exp (~2mit X (1) — 2mit’ Toj (1)) dU(8)dU (¢ )dpdvdyddo'.
n /m RZ
V=0

e
We evaluate the integrand in the following lemma.

Lemma 4.2.3. Let v € V;* and p, ji' € Vi such that u # (/. For t and t

of absolute value smaller than 3%, we have
4 S
E (exp (—2mit Xo.7 (1) — 27it’ Xop (1)) = exp ( —2m Z Z Ci,jtmzjt’z])

i=1 j=0
+2m0(|t + )",
where ¢; j are positive reals.
Proof. The random variables x,.¢(z) indexed by z are independent, and
(

i
then also the random variables x..f(x) (tp(x) +t'p/(x)) which take values
(tpu(x) + ' (x)) and — (tp(z) + '/ (x)) with probability 1/2. Thus

E (exp (—2mit Xo.p(p) — 2mit’ Xop (1))
= E( H exp (—2mixo.f () (tu(z) + ' (2))) )

$€Vm

= 1 E (exp (~2minw s (@) (tu(@) + ' ())))
€V

= H cos(2m(tp(z) + '/ (2))).

€V
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Since p # 1, they agree 2~ times

H cos(2m(tu(z) + ¢’y (x)))

€V,

= cos?” (27r(t + 1)) cos?” (27T(t —t))

:eXp(_2m<§:ci(t+t’)%+O(t+t’)10+§:6i(t_t/)2i+O(t_t/>10)>’

i=1 =1

for [t| < 5=, |t'| < 5=, by applying

2 4 6 8
y© oy oy 17y 10
1 =T - = = —— 4+ 0 f < 1.
ogeosy = —5 — o~ Jr~ omag FO (V7)) for i<
Simplifying and using (4.8) give the result. O
Lemma 4.2.4.

E(n3) =

1 _om+1,2,2 2 —3m—3n+4p(m+n)
2n_1</IRexp( 2 Wt)dU(t)) +O(2 m)
+0 (274m7”m9) :

Proof. Using the previous lemma together With the trivial bound 1 for the
integrand outside the square |t| > t'| > 5- give

371"
/]RQ E (exp (—2mit Xo.7 (1) — 2mit’ Xo- (1)) dU (t)dU (t')

/ / eXp( szzcz L 2]75’23>dU( )dU (t')

=1 j=0

n 0(2m e+ epPlavlare) (19)

+O(/|t>;r/R|dU(t)|]dU(t’)\>.

We extend integration in the first term over R? making the same error as
the third term, that is smaller than the second one.
Noting that c10 = c11 = 272, and applying

a?  a?

exp(—a):l—a—i—?—g—kO(a‘l) for a>0,
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the first term then becomes

4 %
ex _2m+1ﬂ_2t2 ex _2m+1ﬂ_2t/2 1 _ 2777, C; t2l—2]t/2]
| el ) el (123

i=2 j=0
8 7 12 4
4 22m Z Z lz jt2i72jt/2j o 23m Z Zpi jt2i72jt/2j
i=4 j=0 i=6 j=0
16 1
+24m0 ( YN ri,jt2’—2ﬂt’2ﬂ> ) dU (t)dU (t')
i=8 j=0

and by (4.5), we get

2 4 %
(/ exp(—2m+17r2t2)dU(t)> _om Z Z 0 (Q—mi—2(m+n)(1—2ﬂ)mi—1>
R

i=2 j=0
1 92m 28: Zz: O (zfmif2(m+n)(1f25)mifl)
i=4 j=0
_ 93m i EZ: O (2—m7j—2(m+n)(1—25)mi—1>
i=6 j=0
16 i
20 (3% ny / 2624|471 / 12|40 (1)) | . (4.10)
i=8 j=0 R R

8
Terms in (4.10) with i = j or j = 0 are equal to 24™O (m) O (%) by (4.3)

8
and (4.4). The other terms are equal to 24™O (%) by (4.4). This gives

2
(/ exp (_2m+17r2t2) dU(t)) +0 <2—3m—2n+4ﬁ(m+n)m) +0 (2—4mm9) _
R

As for (4.9), it can be estimated just like (4.10) using (4.3) and (4.4), yielding
@) (2*4mm6). We end the calculations by integrating over the other variables.
O

Lemma 4.2.5. ]

2n —1

B3) = (1-

)E().

Proof. E(n3) equals

[/*QX‘A/Q / E (exp (—2mit Xo.f (1) — 2mit’ Xy (1)) dU (¢)dU (') dpdvdp dv'.
n m JR2
v
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Since v # v/, the random variables X,.7(1) and X,.7(i') are independent.
Thus

E (exp (=2mit Xo.p(p) — 2mit’ Xor 7 (1))
— B (exp (=2t %07 (1)) E (exp (~2mit! Ko7 (1))
= cos?" (27t) cos?” (2nt’),

as shown previously in (4.7). And,

2
En?) = //*2 P2 dudvdy’ dv’ </R COSQm(Qﬂ't)dU(t)>
vV’

- (1 - znl— 1>E2(”)'

Lemma 4.2.6.
-0 (2(m+"><1—5>2\/ﬁ) . (4.11)

Proof. We have
En) = / exp (—2"*17%?) dU (1)+0 (2*2mfn+25(m+n>m3/2> +O (272 m).
R

m2

1
Vom+is eXP <_ om+1

The Fourier transform of exp (—2m+17r2t2) is > . Hence,

by Plancherel’s theorem, we have

2
/exp( 2m+1772t2) au(t) =
R

m [ e < 2m+1) ulw)de

2
exp dx.
\/ 2m+1 /|x|>M+A ( 2m+l >

To evaluate the integral, we use (2.5). Thus, we obtain
/Rexp (—2m+17r2t2) du(t) > C4 9= (mAn)(1-F),~1/2,
Adding the fact that
O (2 2m B 312) 4 0 (372mmt) — g (2-mAm0-7 7172
proves the result. O

Theorem 4.2.1. Let 0 < 8 < i and v any positive real. When m tends to
mfinity and n < m, we have

P(%?/}S IXof ()] < 2" (m+n)log2(1— ﬁ)) =P(n=0)=0(m7").

n

pnE€Vm
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Proof. We have
E@n*) — B*(n)

< E(77) + 1 /exp (—2m+17T2t2) dU(t) ? _ E2(7’])
—2m2n—-1) 2 -1 R
L0 (2—3m—3n+45(m+n)m> 10 (2—4m—nm9) ’

and by (4.6), we get

E(*) — E*(n)
< ngfﬁz 5+ in_ - ( </R exp (—2" 1 7¢?) dU(t))

0 (Z—Qm—n+26(m+n)m3/2) +0 (2—4mm8) + E(?])O (2—2mm4) )

+0 (2—3m—3n+4ﬁ(m+n)m) +0 (2—4m—nm9) _

When divided by E?(n), we can check using (4.11) and (4.5) that every term
is smaller than O (m™7). O

4.2.3 Some estimations

Before giving the proof, we first complete the construction of u. Let us fix a
34 times continuously differentiable function « on [0, 1], which takes 0 at 0,
1 at 1, takes values between 0 and 1, and with vanishing derivatives up to
the 18th order at 0 and 1. By choosing u(x) to be equal to « (M%M> for

M < |z| < M+ A, u(z) is then a 34 times differentiable function on R with

tant
lu"(x)| < %, forr=0,1,...,34.

Proof. The measure U, having u as its Fourier transform, can be written as
the sum of the Dirac measure at the origin and

M+A
g(t) = /Rexp(—thm)(u(m) —1)dz = /_M_A exp(—2mitz)(u(x) — 1)dx.
We have
lg(t)] <2(M + A) = O(M). (4.12)

And integration by parts gives

M+A 1
[tmg(t)] < / |u")(z)|dz = O (AH) for r=1,...,34. (4.13)
—M-A

1

1
To prove (4.3), we use (4.12) for [t| < A and (4.13) with r = 2 for [¢| > A

L1avi=1+ [ ot =o 5 ) = otm).
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1
To prove (4.4), we use (4.13) with r = p for [¢| < A and with r = p + 2 for

1
> <

A
[renavn= [ etoone=0(55) =0 ()" for p=1...3
R R Ap 2m I I

To prove (4.5), we use the Plancherel’s theorem. The Fourier transform of

)P 1 2
PU is (;ﬁ)pu(l’) (z) and that of exp (—2™ 1 72¢2) is s P (—279;1),
thus
/ exp (_2m+1ﬂ.2t2)tde(t) ’ — ; / exp (_x2>u(p) (x>dx
R Vortir 2n)P | Jr 2m+

() [ (7)o
= X —_— xZ.
AP+/92m \z|>M p 2m+1

-0 (2(fm§f(m+n)(lfﬁ)2)mp/2—1/2) 7
(4.14)
using (2.5). O

4.3 An asymptotic upper bound on max_|x, ()|
veVrueV,

The result of this section is a generalization of F. Rodier’s result [Rod04| on
Boolean functions inspired by the work of R. Salem and A. Zygmund [SZ54|
on trigonometric series.

Lemma 4.3.1. Let X\ be a real number, v € V.5 and p € ‘A/m Then, for f
running in the space of (m,n)-functions
E (exp (A G (1)) < exp (27132)

Proof. The random variables x,.¢(z) indexed by  are independent, and then
also Xy.f(x)pu(x) which take values +1 and —1 with probability 1/2. Thus

E (exp (AXoj (1) = E ( II exp xv.f(:v)u(x)))

€V,

[T E (exp (A xop(@)psl)))

IEVm

= H cosh \.

erm

And
2

A
cosh A < exp CR
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Theorem 4.3.1. Let m and n be any positive integers and [ any positive
real. Then

P( max [Xo.f ()] 2 25 \/(m +n)log2 (1 + 6)) < 9~ (mFn)26+67)+1,
veVy
H€‘7m

Proof. There exists (vo, pto) in V¥ x V,,, such that max 1Xo7 (1) = |Xvo-F (110) |-
veVy

,Uzei}m
Let X be a positive real, we have

exp (A max 1740
uef/:;
< exp (A Xvo-7(10)) + €xp (=X Xuo.7 (10))

<2m+n/*/A (exp (A X7 (1)) + exp (=A Xo-p (1)) dpudo.

When f ranges over the space of (m,n)-functions, using lemma 4.3.1 and
recalling that the total mass over V' and V, is 1, we have

E(eXp (A max va-f(u)l))
peVin,
< 2m+n+1 exp (2m—1>\2)
= 9~ (MAMREHFIH oy (27102 4 (m + n) (1 + 8)? log2) .
Thus,

E(exp ()\ max X0 7 ()| —2" N2 = (m+n)(1+8)* log 2)) < 9~ (mAn)(2B+5)+1,

pwEVim
Consequently,
P(exp ()\ max Xop ()] — 277222 — (m +n)(1 + B)? log 2) > 1)
veV,y
/-LG‘/}m

is less than
9—(m+n)(26+5%)+1

And finally,

2
P(ma |57 ()] 2 274 (I EDTIOB2Y yomemeseater
veV*

pEVim
The best bound is obtained when A = 22" (m+n)log2(1+ ), which
gives the required result. When (m + n) tends to infinity, we obtain then a
lower bound of the nonlinearity of almost all (m,n)-functions. O
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Résumé : Parmi les différents critéres qu’une fonction booléenne doit sat-
isfaire en cryptographie, on s’intéresse a la non-linéarité. Pour une fonction
booléenne donnée, cette notion mesure la distance de Hamming qui la sé-
pare des fonctions de degré au plus 1. C’est un critére naturel pour évaluer
la complexité d’une fonction cryptographique, celle-ci ne devant pas admet-
tre une approximation qui soit simple, comme par une fonction de degré
1, ou plus généralement une fonction de bas degré. Ainsi, il est important
de considérer plus généralement, la non-linéarité d’ordre supérieur, qui pour
un ordre donné r, mesure la distance d’une fonction donnée & 1’ensemble
des fonctions de degré au plus r. Cette notion est également importante
pour les fonctions vectorielles, i.e., celles & plusieurs sorties. Quand le nom-
bre de variables est grand, presque toutes les fonctions ont une non-linéarité
(d’ordre 1) voisine d’une certaine valeur, assez élevée. Dans [Dib10], on étend
ce résultat a 'ordre 2. Cette méthode qui consiste & observer comment les
boules de Hamming recouvrent 'hypercube des fonctions booléennes, nous
conduit naturellement vers une borne de décodage théorique des codes de
Reed-Muller d’ordre 1, coincidant au méme endroit ot se concentre la non-
linéarité de presque toutes les fonctions ; une approche nouvelle pour un
résultat pas entiérement nouveau. On étudie aussi la non-linéarité des fonc-
tions vectorielles. On montre [Dib13] avec une approche différente, que le
comportement asymptotique est le méme que celui des fonctions booléennes:
une concentration de la non-linéarité autour d’une valeur assez élevée.

Mots-clés : Fonctions booléennes, non-linéarité, codes de Reed-Muller, dé-
codage par maximum de vraisemblance.

Abstract : Among the different criteria that a Boolean function must sat-
isfy in symmetric cryptography, we focus on the nonlinearity of these. This
notion measures the Hamming distance between a given function and the
set of functions with degree at most 1. It is a natural criterion to evaluate
the complexity of a cryptographic function that must not have a simple ap-
proximation as by a function of degree 1, or more generally, a function of
low degree. Hence, it is important to consider the higher order nonlinearity,
which for a given order r, measures the distance between a given function
and the set of all functions of degree at most r. This notion is equally im-
portant for multi-output Boolean functions. When the number of variables
is large enough, almost all Boolean functions have nonlinearities lying in
a small neighbourhood of a certain high value. In [Dib10|, we prove that
this fact holds when considering the second-order nonlinearity. Our method
which consists in observing how the Hamming balls pack the hypercube of
Boolean functions led quite naturally to a theoretical decoding bound for the
first-order Reed-Muller code, coinciding with the concentration point of the
nonlinearity of almost all functions. This was a new approach for a result
which is not entirely new. We also studied the nonlinearity of multi-output



functions. We proved [Dib13| with a different approach, that the asymptotic
behaviour of multi-output functions is the same as the single-output ones: a
concentration of the nonlinearity around a certain large value.

Keywords : Boolean functions, nonlinearity, Reed-Muller codes, maximum-
likelihood decoding.
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